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Disclosures

In the past 12 months, I have not had any significant 
financial interest or other relationship with the 
manufacturers of the products or providers of the services 
that will be discussed in my presentation.

Any vendors or manufacturers shown are for presentation 
purposes only and are not an endorsement on my part.

There is no way I can cover everything necessary on this 
topic in 20 minutes.



Article from:  https://www.theguardian.com/technology/2022/jul/14/ransomware-attacks-cybersecurity-targeting-us-
h it l #

Cybersecurity is 
more prominent 

than ever!

Article from: 
https://www.theguardian.com/technology/2022/jul/14/ransomwar
e-attacks-cybersecurity-targeting-us-hospitals?via=indexdotco



Hackers are 
even hitting 
CHILDREN’S 
HOSPITALS!!

Article from: https://www.nbcnews.com/tech/security/lurie-
childrens-hospital-chicago-cyber-attack-down-help-rcna137446
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Cyberthreats

Infographic from: 
https://www.mcpc.com/insights/infographics/the-cyber-
threat-universe/ 

https://www.mcpc.com/insights/infographics/the-cyber-threat-universe/
https://www.mcpc.com/insights/infographics/the-cyber-threat-universe/


Top Ten 
Cybersecurity 

Threats in 
2024

Source: https://www.embroker.com/blog/top-
cybersecurity-threats/



Social Engineering

• Easier to trick a human than exploit a technical 
vulnerability in a system

• Preys on human nature and emotional responses
• ~85% of breaches involve human interaction

• (2021 Verizon Data Breach Investigations Report)

• Social engineering techniques
• 75% of data breaches start with an email!

• Phishing, spear phishing, whaling
• Vishing, smishing (phone calls, texting)

Verizon 2021 Data Breach Investigations Report, available at https://www.verizon.com/business/resources/reports/2021/2021-data-breach-investigations-report.pdf;



Spear 
Phishing



Third Party Exposure
• Partners with privileged access to your systems

• GOAL: 
• Target 3rd party, less-protected systems with access 

to the hacker’s primary target

• For clinical laboratories:
• Middleware
• Home grown systems based on open-source 

software
• Legacy, must-have applications for your lab

Image: "Digital Illustration of Cyber Attack Targeting Strategy." Created by OpenAI's DALL-E, 04/26/2024.



Poor Cyber Hygiene • Cyber hygiene: 
• Practices users take to maintain system health 

and improve cybersecurity
• Relies on both the institution and its users to 

work together improve and maintain their 
overall cybersecurity posture

• Cybersecurity posture
• Security status of an organization’s networks, 

information, and systems

"Digital Illustration of Poor Cyber Hygiene in an Office." Created 
by OpenAI's DALL-E, 04/28/2024



Improving Cybersecurity Posture
• Cybersecurity posture is based on:

• Information security resources (e.g., people, hardware, software, 
policies) 

• Capabilities in place to manage the enterprise’s defense and to 
react as the situation changes



Cybersecurity Controls
Proactive cybersecurity controls Reactive cybersecurity controls

Figures from: https://www.entrustsolutions.com/blog/proactive-vs-reactive-cyber-security/



User Cyber Hygiene Practices

• PC/device practices:
• Core image machines / corporate standard builds
• Limited privileges, approved applications/functions only, controlled use
• Antivirus software, regular OS/software updates
• Password change requirements, 2-factor authentication (2FA/MFA) use
• Remote monitoring of PC use, network connections
• Restrictions on who can use VPN and on which devices

• Mobile device management (MDM):
• Laptops, tablets, phones, and other supported mobile devices
• Examples: Microsoft InTune, VMWare Workspace One (Intelligent Hub) 



Organizational Cyber Hygiene Practices

Devices & storage
● Inventory / track all 

networked devices and 
storage media

● Require encryption and 
password protection

● Permission based access
● Establish retention 

policies, acceptable 
content policies

Network access
● NAC – network access 

control
● Network Segmentation

○ Clinical vs research vs 
guest networks

● Network traffic monitoring 
and control

Applications
● Require SSO (single sign 

on) / Active Directory  
integration

● Disable local accounts 
whenever possible

● Perform regular risk 
assessments

● Integrate security 
reviews as part of every  
supply chain / 
procurement processes



Cloud Vulnerabilities
• Cloud vulnerabilities have reportedly increased 150% 

over the past five years
• More and more lab systems (digital pathology and AI 

systems especially) are using cloud-based systems
• Mitigation includes:

• Moving to a zero-trust cybersecurity strategy
• Becoming certified by HITRUST and other cybersecurity 

certifications
• Certifiable framework providing global organizations a 

comprehensive, flexible, and efficient approach to 
regulatory/standards compliance and risk management; 
serves to demonstrate HIPAA Compliance

Sources: 1) 2021 IBM Security X-Force Cloud Threat Landscape Report, available at https://www.ibm.com/downloads/cas/WMDZOWK6; 2) Verizon 2021 Data Breach Investigations Report, available at 
https://www.verizon.com/business/resources/reports/2021/2021-data-breach-investigations-report.pdf; 3) https://www.techment.com/top-5-cloud-vulnerabilities-to-consider-in-2022/



Cybersecurity Strategy: Castle and Moat
● Legacy strategy still used by some
● Focus on strong network security 

perimeter → MOAT
● Keep out malicious agents from inner 

networks, systems, & data→ CASTLE
● Once inside the castle, you have the 

keys to the kingdom!
● Great for internal users (easy access)
● Bad for malicious agents (easy access!)

● Cybercriminals
● Internal bad actors/insider threats

Figure from: Patel AU, Williams CL, Hart SN, Garcia CA, Durant TJS, Cornish TC, 
McClintock DS. Cybersecurity and Information Assurance for the Clinical Laboratory. J 
Appl Lab Med. 2023 Jan 4;8(1):145-161. doi: 10.1093/jalm/jfac119. PMID: 36610432.



Cybersecurity Strategy: Zero Trust
• Modern information security strategy
• NO ONE CAN BE TRUSTED

• No central/single security perimeter/ moat, 
no keys to the kingdom

• Presumes risks are present both inside 
and outside the organization

• ALL incoming connections and source 
controls are verified throughout ALL layers 
of a network

• Users/devices have to authenticate 
themselves when accessing practically 
every application within the organization

Figure from: Patel AU, Williams CL, Hart SN, Garcia CA, Durant TJS, Cornish TC, 
McClintock DS. Cybersecurity and Information Assurance for the Clinical Laboratory. J 
Appl Lab Med. 2023 Jan 4;8(1):145-161. doi: 10.1093/jalm/jfac119. PMID: 36610432.



Poor Data Management
• Data management today is more than just keeping 

your data organized
• What is the ”right” data to keep?

• For some, all data is saved…but without organization 
and curation, think hoarders…

• Who has access to your data? 
• Who SHOULD be using your data and in what format?
• Is your data easily accessible in a usable way?

• What changes in your pathology assets and data 
occur as more labs go digital 

• Think AP digitizing, less paper in lab medicine 
• With great data comes great responsibility

Image: My parents’ old garage…did my dad really need 
to keep everything??? Was it all important?



Data Management Changes 
for Digital Pathology
• Glass slides vs digital slides:

• Glass slides
• Limited distribution, only 1-2 patient identifiers if lost, person viewing slide 

has to know histopathology to learn more about the patient
• Digital slides

• Easily distributable, have metadata wrappers, contain varying degrees of 
patient identifiers and protected health information

• Digital slides with annotations – same as digital slides, but with 
potentially much more actionable PHI 

• Improper data management for DP can include:
• Allowing improper access/use of clinical WSIs
• Inadequate deidentification processes for WSIs
• Slide labels embedded in the original WSIs for education/research

Infographic from: https://compliancy-group.com/18-hipaa-identifiers-for-phi/



Inadequate Post-Attack 
Procedures
• What happens in the event of a cyberattack? How does this differ 

from current lab downtimes?
• Lab medicine and pathology practices require network connectivity now 

for almost everything!
• When you have a ransomware attack, one of the first post-attack 

responses is to…SHUT DOWN THE NETWORK!

• For pathology  when going digital, you need ways to fall back to 
paper and glass!

• Don’t throw out your microscope quite yet!



Strengthening Lab Preparations
• Cyberattacks can debilitate hospitals & labs for days to weeks

• Labs need specific post-attack procedures that address how you react 
without any network connectivity

• Business continuity plans should include which lab systems are 
required when to help with bringing systems back online

• Third-party risk management reviews (TPRM) ARE A MUST!
• Both internally developed and externally purchased solutions
• ALL software applications, platforms, systems, and even laboratory 

hardware (equipment/devices), should be reviewed on a regular basis



Cyberattacks are 
real! And can 

decimate your 
lab…

Article from: https://www.captodayonline.com/weeks-of-lab-turmoil-follow-
cyberattack/



Cyberattacks 
have real 

consequences – 
would your lab 
survive without 

the internet?

Articles from:
1. https://www.burlingtonfreepress.com/story/news/local/vermont/202

1/07/27/uvmmc-vermont-health-network-hospital-2020-cyberattack-
cause-malware-phishing-vermont-hospital/5388399001/

2. https://www.usnews.com/news/best-states/vermont/articles/2020-
12-09/recovery-cost-of-vermont-hospital-cyberattack-could-be-63m

3. https://www.nytimes.com/2020/11/26/us/hospital-cyber-attack.html



Series of five 
publications, reviews 
how to better prepare 
for a cyberattack – 
THIS IS ESSENTIAL 
READING!



Review to help 
drive home 
concepts

Patel AU, Williams CL, Hart SN, Garcia CA, Durant 
TJS, Cornish TC, McClintock DS. Cybersecurity 
and Information Assurance for the Clinical 
Laboratory. J Appl Lab Med. 2023 Jan 4;8(1):145-
161. doi: 10.1093/jalm/jfac119. PMID: 36610432.

Available at: 
https://academic.oup.com/jalm/article/8/1/145/6
965173?login=false 

https://academic.oup.com/jalm/article/8/1/145/6965173?login=false
https://academic.oup.com/jalm/article/8/1/145/6965173?login=false


Final 
Thoughts

• Many cybersecurity risks exist today!
• There is no 100% secure, or zero risk system

• Cybersecurity should be equated to continuous QA/QM in the 
labs

• RECOMMENDATION: Become part of the process
• Actively seek out your information security team(s) 
• Be a part of the information security process

• At some point, you will likely be part of a cyberattack and it 
will suck



QUESTIONS?
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